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Username Searches

Searches were conducted of international investigative databases for the
usernames beat_slaya, slaya_ike, humphreydinkum, tenantdefence,
tenancy.disputes, ike_rushton, issacrushton, issac_rushton, zac20, and
issac_88, where several results of potential relevance were identified.

The username beat_slaya was identified as being linked to a DubSmash
account with an associated email address of fartypantsninja@gmail.com.
Technical investigations confirmed that this email address is currently valid
and linked to a Google account with ID 110304552135573156941. Analysis of
the associated Google account identified this user as being located in India
and the email address was considered unlikely to belong to the Suspect.

The username issacrushton was identified as being linked to a Zynga
account with an associated email address of izac23@hotmail.com.
Technical investigations confirmed that this email address is currently valid
and linked to the partially revealed email addresses of
iz¥****@allerskog-krantz.se and iz***@outlook.com, along with a mobile
phone number ending in 31. The website allerskog-krantz.se was identified
as being a Swedish building company, and it was therefore considered
unlikely that the email address izac23@hotmail.com is linked to the
Suspect.

Summary of Assessment

The Client reported that he has been the target of ongoing online
impersonation, harassment and cyberstalking through social media and
encrypted messaging platforms beginning around 2021. The majority of
this offending activity was reported to have taken place in groups on the
Telegram app, as well as on the Instagram, Facebook and LinkedIn
platforms.

Two accounts in the names of @frost_rich and @The_real_Tony_smith,
both with the display names of Tony Smith, were investigated in terms of
their posting behaviours on the Telegram platform.
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he identity of the individual operating the @frost_rich and
@the_real_Tony_smith Telegram accounts was not confirmed.

Anycast technology was understood to be different to regular ISPs in the
sense that it is a network addressing and routing method in which
incoming requests can be routed to a variety of different locations or
“nodes”. This means that the same IP address is shared by multiple servers
in different locations. Anycast Global Backbone is linked to an operation
called Anycast Holdings, which is a subsidiary of the ISP, Swoop.

The Client provided lIssac William Rushton as the likely Suspect behind
these behaviours. A comprehensive proprietary database, social media,
and open source investigation was conducted into Issac, where he was
identified as using numerous alias names, and being currently enrolled to
vote at Brougham Street, Woolloomooloo NSW 2011. His working history
claimed to include a patchwork array of life coaching, insurance brokering,
real estate, admin, and web development.

The Suspect had an extensive court attendance history with numerous
appearances at the Brisbane Arrests Court between 2015 and 2019, as well
as being the protected person in several AVO applications, and having an
extensive civil court history as both the plaintiff and defendant, which
appears to be primarily related to housing and tenancy issues.

Issac was identified as being linked to the following domains, none of
which are linked to currently active websites, through his ABN:
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http://evolvealt.org
parkerrushton.com.au
rentersaustralia.com.au
tenancydispute.com.au
tenantdefence.com.au
tenantdefenders.com.au
tenancydisputes.com.au

The following email addresses were identified as being used to register
these domains, confirming them as linked to Issac:

ike@aussierenters.com.au
ike@tenantdefence.com.au
ike.rushton22@amail.com

It is also considered highly likely that the following email addresses
associated with Issac’'s domains are operated by him.

contact@tenantdefence.com.au
ike@tenancydisputes.com.au
ike@rentersaustralia.com.au

In addition, the email addresses ike.rushton@outlook.com and
zac20@live.com.au were confirmed as being linked to the Suspect through
investigative databases.

Analysis of a number of other email addresses, phone numbers, and social
media accounts were conducted, where the Suspect was either confirmed
or considered highly likely as being linked to the following:

slaya@outlook.com.au
ike.rushton2l@gmail.com

www.facebook.com/i.crush.the.competition
www.facebook.com/aroups/364032873189154
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www.facebook.com/tenantdefenders
www.facebook.com/aroups/931393340681530

www.instagram.com/beat_slaya
Wwww.instagram.com/tenant.defenders
www.instagram.com/pottspointcentralhotel
www.instagram.com/rentersaustralia

www.linkedin.com/in/issac-rushton-6740a792/
linkedin.com/in/mark-eldridge-358772223

https://x.com/ike_rushton

https:/Mww.youtube.com/@ikerushton9059

Two further tracking links were deployed to the Suspect via Facebook
Messenger, where he was somewhat hostile and extremely cautious,
repeatedly querying the engineered pretext. At the time of the close of the
investigation, these links had not been engaged with.

This pattern of hostility and mistrust by the Suspect aligned with the same
types of communication used by the Subject account @frost_rich.

In terms of intelligence gathered through the course of the investigation, it

was considered that the SlifjEcHlipiesentsINithlpatterRsIcflifpPersSonating

Recommendations
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11.04 AM (AEST) in Sydney on 30 April 2025. Given that multiple users can
be linked to this IP address at a given point in time, it is crucial that
browser histories, network traffic and system logs are analysed to
determine which websites have been accessed with this IP address at this
time and what was posted on them.(iliSigarticUlary crticaltRatautRorties
investigate the matter of the user linked to this IP address who has used
Telegram to promote the sale of narcotics using the name of the Client.

Anycast Global Backbone: 5/15 Phoenix Street, Warragul VIC 3820

Anycast Holdings Pty Ltd: Level 21,135 King Street, Sydney NSW 2000
+61 3 5622 4600
noc@anycast.com.au

Swoop Broadband: 1a/155 Queen Street, Warragul VIC 3820
1300 665 575
support@swoop.com.au

If you have any further questions in relation to this matter, please contact
our office on +61 9188 7896.

Kind regards,
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Dan Halpin

CEO

Cybertrace
www.cybertrace.com.au

E: contact@cybertrace.com.au
Ph. Australia: 1300 669 711

Ph. International: +61 2 9188 7896
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Appendices

0655 Q280 - & sos W4 T @ 5%

hey lads, | need an anz bank
statement, happy to pay for a copy
of someones statement if they
have transactions, will just be
using the formatting, none of your
personal information

Seems dodgy, can't you find a
template of one online?

I've purchased one off of the dark
web but i don't think it's the
current format

And yes it is for dodgy stuff, but
not using your personal info,
using my own. Just need the
correct formatting of the
statement

Yeah sorry can't help, can't take
that rim.

you dont need to respond if youre
not interested

I know mate thanks for telling me
that ‘

P

2025-052610:03:51 AUS Eastern Standard Time

Comment: A Telegram account in the name of Tony Smith requests an
ANZ bank statement.
Source: Provided by the Client
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Aurora Store

410 m away

(_
c f g 2

No more insults.

Oh my God
Why can't you just leave me alone

Today, 2:45 AM

You're a liar

Today, 2:46 AM

No one believes you

And you won't ever convince me

And die already

2025-05-26 09:36:26 AUS Eastern Standard Time

Comment: An exchange between the Subject and the Client.
Source: Provided by the Client

/('I

Tony Smith §&

A

username

bio
My names Tony and Im an alcoholic

Comment: A Telegram account created in the name of the Client.
Source: Provided by the Client
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December 21, 2024

Deleted Account joined the group via invite link

Tony Smith
Happy Holidays
[0.5g] $150
[1.0g] $250

[1/2 9] $400
[971$750

2025:0421415:24:24 AUS Eastern Standard Time

Comment: An account in the name of Tony Smith is in the Sydney Party
Lads Telegram channel selling drugs.
Source: Sydney Party Lads Telegram

Tony Smith
9 Some updates for you 9

"+ Price List 4
0.25g: $100 [ $125
0.50g: $200
1.00g: $350 W $300
1.75g: $450 ¥ $400
3.50g: $900 W $750

If you havent already contacted me through this account
@The_real_Tony_smith is where you can access the new price list.

Updates Coming

1. Parcel Delivery

2. More Payment Options

3. Rewards & Referral Program

20" 04°1 15:13:22 AUS Eastern Standard Time

Comment: An account in the name of Tony Smith is in the Sydney Party
Lads Telegram channel.
Source: Sydney Party Lads Telegram
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User Info

Tony Smith

ADD TO CONTACTS

Notifications

SEND MESSAGE

2025-06-03 09:06:40 AUS Eastern Standard Time

Comment: Subject Telegram account @frost_rich Tony Smith.
Source: Telegram

“2:, Sydney Lads Up Late
A

@ NO SOLICITING OF GOODS AS PER GROUP

POLICY Hereisthe invite only link to this
group , qualifications are Sydney Guys who

stay up late. https://t.me/+xU Vp

Notifications

N
2025-05-27 10:46:03 AUS Eastern Standard Time

Comment: Channel bio
Source: Telegram Sydney Lads Up Late Telegram
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I can get you some on order

dee mcvee
Lkn for k and 420...anyone able to get? Alexandria area DM me

I can get that on order too

Can u get 420 normally @A
lla can you get DMT normally too

Syd Raw
Gee u don't ask for much do u lol

o0

@ 85 weII I'm not the one's going around saying I can get that
on order lol is that true then I'm happy to go get some through him,
but first he needs to reply back to the message

Syd Raw
True true

First you need to find some patience

Dude I wasn't even annoyed at you I'm just waiting for you to
respond lol

&

Can u get 420 normally @Au_BigFella
1 can get what ever within reason, just not for you

It erwestraw
2\025-0‘4-16 15:56:14 AUS Eastern Standard Time

Comment: An account in the name of Tony Smith referring to being able
to get cannabis, DMT, and ketamine.
Source: Sydney Lads Up Late Telegram channel
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I have the software to bypass screen locks, 2fa, nfc. T use it to learn
and protect myself when browsing the Web. Here's the best tips
Ican give you.

1. Avoid disclosing information in usernames or public facing
account names such as telegram for example. Especially avoid using
your name or date of birth (e.g JohnS89; John Smith born 1989).

2. For every layer of security there is a way to bypass or even exploit
it. My advice would be to not rely too heavily on cloud or online
based security. Depending on methods; its harder to hack a Google
account that only can be accessed with the password. Having 2
factor enabled in some cases can make it easier to exploit an
account.

3. Pay for security; as a consumer you gain guarantees and it is well
worth contacting out that liability to someone.

4.1f you are a victim of fraud and financial institutions can someway
confirm that you authorised the transaction (leaving your device
unlocked with someone, sharing a one time pass code from your
bank, knowing information relating to the disputed charge), you will
not given any assistance. It's always best to answer; 'Tdon't know'.

202504-16%5:1™7 AUS Eastern Standard Time

Comment: An account in the name of Tony Smith giving cyber security
advice and advising the use of one’s real name.
Source: Sydney Lads Up Late Telegram channel

Syd Raw
Enjoy this group guys I'm closing. It in couple days when my
telegram premium expires a

&®

Tony Smith
Syd Raw
Enjoy this group guys I'm closing. It in couple days when my te...
ATIIYTU1

Telegram

Sydney Party Animals

Tony Smith invites you to join this group on
Telegram.

VIEW GROUP

2 ﬁ04-14 5:25:23 AUS Eastern Standard Time

Comment: Syd Raw runs Sydney Party Lads Telegram channel. Tony Smith
profile invited him to join Sydney Party Animals.
Source: Sydney Party Lads Telegram
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